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Topics

Here's an overview of:

* What is Cyberbullying
* Internet Safety

e Strategies & Tools to keep
your students safe, smart,
and responsible online
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Mobile Media

* 31% of children between the ages
of 8-10 have a cell phone.

e 69% of children 11-14 have a cell
phone.

e 1in 3teens consider the internet
as important to them as air,
water, food, and shelter.




Bullying Trends - Content

What hasn’t changed

— Kids learning to get a long

— Seeking acceptance

— Being mean to each other

What has changed =

— Instant communication with L
thousands who believe
everything they read on the

internet - i ‘ 8 .‘g
— Cyber bullying doesn't end at the '

Z;,. playground, it is ever-present




The Problem with Social Media

1. Children can communicate and meet people outside
their parent’s sphere of influence and control. .

2. Children can communicate anonymously without any
accountability, removing the natural inhibitions to
bullying or threatening others

3. Being anonymous causes people to do and say things
that they normally wouldn’t in a face-to-face encounter.

4. The following slides are portals by which cyberbullying
can occur.

i S
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Portals to Social Media




Text Messaging

il AT&T 2 6:20 PM 100% (e
Messages = Jacob Lopez Edit
4 N N N
| Email || FaceTime | Contact)® |
. /. y N /’
iMessage

Oct 12, 2011 6:19 PM

£Test. From iPad. )

Delivered

Q00

©C ) G
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Instagram

 Post malicious or embarrassing content about someone
else for all your followers to read.

00000 AT&T 7
* Post a demeaning photo and write a caption using
another person’s username (Ex. Post a picture of an ugly
dog and write “this reminds me of @natalie09”).

e Post cruel comments on someone else’s photo(s).

 Auser can “tag” another user through “Add People”
option on the share screen where the tag is added to the
image itself.

e |f account is public, the tagged user will see it.

* |f account is private, the tagged user would have to

be notified.
% it =z stlukeidiots Your face is so fat oh my god
 Add inappropriate hashtags under picture and your stomach is so ugly and fat ur
gonna become fatter than u already are!
Heve ryone hatesyou : Nowhere near pretty

Follow me!

oW Create fake accounts using cruel hashtags, comments, e e
'(\,J' captions and photos. N ¥ € O &=



\9 Vine

6 second looped video

* No age verification. Terms of
service state children 12 and
under are not allowed on Vine

* Privacy - You can not block
people from following you.

Lx
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'Snapchat

—
e Users put a time limit on the
pictures and videos they send

before they disappear.

e Senders are notified if recipient
screen shots the image.

e Simple software hack allows
recipient to record image
without senders knowledge.

* Makes inappropriate content
seem safe or okay to transmit.

4
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Ask.fm

Social media site that
lets anyone see details
of boys and girls as
young as 13, then post
comments or guestions
anonymously

Has become linked to a
number of
cyberbullying incidents.

E Olive @Beckyolive
="
4
.

Suicide list

Omg | didn't wanna have to do this but
like this if you have ever :

- made yourself throw up

- starved

- took a razor to your skin

- felt like your not good enough

- thought about suicide

- attempted suicide

- burnt your self

- got bullied

- been called ugly/fat etc..

- or harmed your self in any way

- cried your self to sleep

- been abused

- hated/ disliked yourself

- felt like no ones there for you

ill send something nice to all of you! <3

FARGERG ST E




Cyberbullying per Ed Code

ACreation and transmission originated on
or off the school-site, including:

v'Message, text, sound, or image

v'Posting to or creating a burn page
v'Creating a credible impersonation of a pupil
v'Creating a false profile

JProvides that an electronic act does not
constitute pervasive conduct solely on the
nasis that it has been transmitted on the
nternet or is currently posted on the
vy
v+ |nternet.




Cyberbullying Continued

Has or can be reasonably predicted to have the
effect of one or more of the following:

JFear or harm to his/her person or property.

(JSubstantial detrimental effect on his/her
physical or mental health.

(JSubstantial interference with his/her academic
performance.

dSubstantial interference with his/her ability to
participate in or benefit from the services,
i activities, or privileges provided by a school.

l\"o



Age appropriate content

* YouTube has a “Safety Mode” option to ‘

regulate inappropriate material for ‘
children.

e Located at the bottom of the page
* Temporary setting
e Not full proof

* YouTube relies on “Crowd Sourcing”

* Watchers flag videos for inappropriate
content using words like nude,
violence, sex, etc.

* Create a pre-selected playlist

 Embed playlist from YouTube

* Copy YouTube playlist to your own
-,—"\)- account
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Predators Online

747,000

w0 99 @
One in five U.S. teenagers
who regularly log on to the

Internet says they have
received an unwanted sexual

solicitation via the Web. 10 O %

In 100% of the cases, teens
that are the victims of
sexual predators have gone
willingly to meet with them

There are over 747,000
Registered Sex Offenders
in the United States (2013)

30%

About 30% of the victims of
Internet sexual exploitation
" are boys and 70% are girls.



Who is “Following” Your Kid?

 What's your child’s social
media privacy setting?

 What’s your child’s criteria for
approving friends and
followers?

e Who are their
friends/followers

* Are you your child’s follower?




How Predators Operate

Look for children that are emotionally
vulnerable due to problems at school or home.

Listen to and sympathize with kids' problems,
driving a wedge between kids and their parents.

Seduce their targets through attention, flattery,
affection, kindness, and even gifts.

Gradually introduce sex into conversations or
show sexually explicit material.



What should you do?

Your children should not have a follower that
they or you do not know (real life face-to-face
relationship).

1. Explain why it is dangerous to have people you don’t
know in your social network.

2. After outlining the risks, ask “What’s the upside to
keeping a total stranger in your network?”

3. Review each follower with your child.

4. If they do not have a real life face-to-face
relationship with them then remove/block them.

;\’ 5. All new requests to follow must use above criteria.
o T
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At what age should a child have a cell
phone?




Tools and Strategies
Approving Apps - Vault Apps

_flvPNe
audiomanager

Alarm Volume
LV )

Music Volume

Alerts Volume Vibrate 4

mn/nM
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Ringer Volume D Vibrate &4

mn/mM
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System Volume
W

Voice call Volume
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Tools and Strategies

Parental Controls

e All of the major carriers have some
form of parental controls.

* Filter content and block adult
websites.

* Block or allow certain phone
numbers.

 Limit number of text and chats.

* Block all text messages, images, and
email.

* Only call and accept calls from a
limited set of preset numbers—often
)\1 used for phones of younger children.

4

Bar ental ,

our right. our responsmlllty
takeparentalcontrol, org
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Teach Our Kids How to Deal With
Bullies

Lx

Tell the bully only once that you think the
material “harassing” or “threatening,” and
you want it to stop. If it doesn’t stop, you
will “take it to the next level.”

Take a picture of the screen print out.
Take video of the posted video.
Note the date, time, site of the posting.

Save all text messages, emails, voicemail

messages. Do not delete from your device.

Do not retaliate.

IT'S TIME TO TAKE A STAND




What to Look For

* Social and emotional problems

. H H H H BULLIED CHILDREN FEEL ASHAMED AND EMBARRASSED. Some think that by telling
O I n e ra C I n g W I r I e n S someone, they are betraying their friends or may disappoint people they love. Some with low

self-esteem feel they deserve to be bullied.

THEY FEEL AFRAID. They worry about the repercussions of telling an adult. What if telling
an adult makes the situation worse? What if no one believes them? What if they are forced to
confront the bully when they are not ready to?

 Not makin g friends Mg W n T NS T T T <

one can or will help them. Some resign themselves to the belief that they will always be

bullied. Every sevan minutes &
chid Is bulked on &
school playground, and
most of the time, no one

* Hanging out with different friends =5

Ask If someone is being mean or hurtful at school, and then
give your child time to respond. Let your child lead the
conversation, and Iry to refrain from asking a lot of questions.

By letting your child talk freely, you'll see his or her
perspective and learn the details that are most important to
him or her.

e Crying and/or reserved

v

70% of reported buling
incidents were verbal.

* Any changes in behavior - acting out

I your child gives few details, use open-ended questions or
prompts to help him or her open up. ‘

+ Are there places at school you don't like to go on your
own?

+ Tell me about a time someone hurt you or made you feel
sad.

e Talk to your child - seek help if

Which friends do you like to being with?

* Who do you not like to be with?
v
necessar st
MAKE IT LESS PERSONAL have also been a bully.

Ask "what if" questions if your child doesn't want to talk about

his or her situation. Ask: What would you do if someone: §
More than half of bullied

+ Hurt your friend and said he'd do it again if your friend told children dont freely lalk

on him? about It - not with their
+ Tease a friend and wouldn't stop? families, not with anyone.
+ Spread rumors or told lies about your friend? Parents must read the

signals that their child is

dealing with emotional

i3 < pain and then effectively
CYBERSAFETYCOP.COM communicate with them.

r
-(\FJ. www.cybersafetycop.com/resources



What Can Schools Do?

* School-based Counseling Services

* Progressive Discipline

e Communicate and Uphold
District Policy

* Bullying Prevention Task Force

* Parent Education Nights

i S
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www.cybersafetycop.com

e Up to date news

* Legal updates

* Events

* New social
media apps

* Tools

* Resources

* Downloads

Lx

z\'} CYBERSAFETYCOP

HOME

BLOG RESOURCES SAFETY101 EVENTS ABOUT

CYBER SAFETY PROGRAM

v 3

i h
: ¥
ﬁ)ﬂm .

Leam how the Cyber Safety  Get tools and resources to
COP'S comprenensive Cyber  help keep your children safe
Safety Program for parents,  online.

educators, and students can

keep your children safe

oniine.

RESOURCES

Like us on Facebook!

Deputy Cranford on CBS News
New Social Trend: Self-Destructing
Messages

i Safety for Parents
Sk e

Deputy Clay Cranford
appeared on the TV show
“The Doctors” to discuss a
new dangerous drug trend in
schools.




Thank you

O
Chris Vlasic Dan Brandt
Director, Safety & School Resource Officer
Student Services (562) 799-4780
(562) 799-4700 dbrandt@losal.org

cvlasic@losal.org
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Assess

 What is the likelihood my child will use good judgment
online?

* Are there things | should be discussing with them to
help them to improve their judgment/ and ethics?

* |f they encounter a potential problem, or danger
online will they perceive it as such, and come to me?

* Are the parental controls on my family’s devices
adequate enough for keeping my child safe?

 What is my child's ability to self monitor and self-
regulate?

vy
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Balance

e Positive human interactions and experiences

* The American Academy of Pediatrics:
— 2 hrs. per day

2 Cu rrent average = 7 hrs. Ve, | ™ N

— No electronic access in bedrooms

i
e Establish clear family rules e [} ==



Communication

e Spend time with your child and communicate
e Talk with child about what they viewing

 Remain approachable and emotionally
available without judgment

e Communicate with the school when
appropriate

vy
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Development and Desensitization to
Human Experience

* Executive functioning

 Exposure to violent video games
and/or inappropriate sexual
content
* 98% of Pediatricians in the US

indicate it may have an effect
on childhood aggression

* Distorted reality

e Children model what they see
and experience.

Y

l\"o



Ethics

Help your child have strong ethics by demonstrating the
moral compass and ethics you want them to have

Talk with them about how they make ethical decisions
Enrich their lives with a strong sense of right and wrong

F: 4 “c
f ANy




Fun

Embrace positive aspects of the internet
Potential for gains in knowledge

Connectivity of relatives and friends

Forming fun memories

Family Game Nights

Fun, educational, developmentally appropriate
— Jiji




behaviors

':'.' - .-'4\. . \ \
Ny & [5 \
oy b

Self-regulation

emotions

thoughts



others

self

Self-regulation

recognize regulate




References

Gentile, D. A*, Lynch, P. A Linder, & J.R., Walsh, D.A, (2004) The effects of
violent video game habits on adolescent hostility, aggressive behaviors,
and school performance. Journal of Adolescence, 27 5-22.

Overton, S. (2015). 5 Ways to Become an Approachable Parent: Positive
Parenting for Teen Sexual Health
http://healthyteennetworkblog.org/2012/01/04/5-ways-to-become-an-

approachable-parent-positive-parenting-for-teen-sexual-health/

Website:(2015) http://www.ncdoj.gov/Top-Issues/Internet-
Safety/Internet-Safety-Toolkit/Talk-to-Your-Child-About-Internet-

Safety.aspx



http://healthyteennetworkblog.org/2012/01/04/5-ways-to-become-an-approachable-parent-positive-parenting-for-teen-sexual-health/



